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FACEBOOK FOR CYBER THREATS



Proven success
With CiSP

Industry and
government work together

Across 25+ industry sectors

3,750
Organisations

11,750

Individual users



UK CYBER STRATEGY 2011-2016



NCSC RESPONSIBLE FOR CISP



UK RESPONSIBILITY



SHARING IS 
STRATEGIC



SHARING IN THE US



EUROPE NISD



DIB – MANDATORY SHARING



WHERE INFORMATION GOES TO DIE



NO EASY WAY FOR THIS 
INFORMATION TO BE SHARED

NOT SURE WHO TO TRUST
WITH YOUR INFORMATION

NOT SURE WHOSE
INFORMATION YOU CAN TRUST

WAITING FOR OTHERS TO
SHARE PUBLICALLY IS SLOW

PUBLIC DISCLOSURE DOES
NOT ALWAYS HAPPEN

CHALLENGES



FEATURES

COMMUNITY ANONYMITY

INFORMATION 
HANDLING

INCIDENT REPORTING



SECURE PLATFORM MAINTAINED
BY TRUSTED PARTY

USE INDUSTRY-RECOGNIZED TRAFFIC 
LIGHT PROTOCOL

(TLP) TO CONTROL SHARING

NEW MEMBERS ARE REVIEWED
BEFORE JOINING TO 

MAINTAIN TRUST

QUICK AND EFFICIENT SHARING 
THROUGH STRUCTURED DATA

TERMS & CONDITIONS
THAT ALL MEMBERS 

MUST AGREE TO

HOW?



OVERSIGHT…

FUSION CELL
ANALYSE PATTERNS

ACROSS ALL SECTORS, 
PROVIDE CONTEXT



GLOBAL DEMAND



SHARING GOES DEEP



GLOBAL ALLIANCES



BORDERLESS OR SOVEREIGN?



• Centralised model - trusted authority

• National level collaboration

• Challenge: collaboration across boundaries

• Federated model

• Control who, what

• Protect data sovereignty

HUB vs FEDERATION



PLAY BY THE RULES



Secure Government and military communications 
nationally and trans-nationally



Secure Information Sharing

Cyber-security information sharing platform 

designed for secure cross-organisational 

collaboration and collaborative 

intelligence analysis.



Participate | Collaborate | Innovate


