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11 MalwareTech Retweeted

aion NCSC UK® @ncsc - May 13 v
@@&W Finding the Kill switch to stop the spread of ransomware bit.ly/2gDoW6r
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. Well, that went about as well as anything i do does.
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FACEBOOK FOR CYBER THREATS
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Organisations
11,750
Individual users

® 3750

Proven success
With CiSP

Across 25+ industry sectors

Industry and
government work together




UK CYBER STRATEGY 2011-2016
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12, Startmg in january 20 12, hamessmg the wider private sector ;omt workmg
initiative on cyb urity to ensure that law enforcement fully engages with
business in information sharing and mummusmgthe risks from cyber crime.




NCSC RESPONSIBLE FOR CISP

Who we work for

The National Cyber Security
5 & wide range of
sations across tha

sctrum of cyber

CUNty SSUes,

For organisations that have their own
networks, the NCSC will run the Cyber
Security Information Sharing Partnership
(CiSP). This will enable organisations to share
information with each other and the NCSC
about what they are seeing on their networks,
and provide a forum for discussion from
beginner through to expert level.
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a part of GCHQ

UK RESPONSIBILITY
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HM Government

NATIONAL CYBER SECURITY
STRATEGY 2016-2021




SHARING IN THE US
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m DIGITAL SINGLE MARKET
Digital Economy & Society

Furspeen Corvmicaton > The Disctive on securty of netecrs and MAormation pystavrs (NIS Oirectve)

The strategy Access Resoorch OG CONNECT
& connhattivily A Innovation

Socwty

Skills & Jobs Cooperation among all the Member States, by setting up a

eHeath and Ageing cooperation group, in order to support and facilitate

SRUNE e strategic cooperation and the exchange of information
Digital EInclusia ~ .
AR among Member States. They will also need to set a CSIRT
Public Services 2 . .
Network, in order to promote swift and effective
Cybersecurity and digital privacy

operational cooperation on specific cybersecurity incidents

Cybersacurity
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Cybersecurity industry
Digkal privacy
EU Punded Projects
Ondine truss
Contant a8 mode

Emergency and support hnes




Waicome 50 e Dolr's DS Cyber Incident Reporting

& Cyber Thveat information Sharng Portsl

Home Contact Rescurces »

o Report a Cyber Incident

Access 10 this page requires a DoD-approved

radkam assrarce cartificaln. For more
information please visit the ECA websile

@ Apply to DIB CS Program

Clearnd defense CONractons appdy 10 join the

048 CS Program for vohurtary Syber vest

nformation sharng. Access roquires a DoD-

BDOAOVES Mecium assuranch cenficats. F
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Apply to the DIB CS Program

e Login to the DIB CS
Information Sharing Portal

Current DI8 CS Program participants iogin 1o
the DIBNa portal. Accoss recutres g DoD-
Approved medium assurance cortitcate. For

mom Nlomation pleies vt tha ECA we
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CHALLENGES
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NOT SURE WHO TO TRUST WAITING FOR OTHERS TO
WITH YOUR INFORMATION SHARE PUBLICALLY IS SLOW
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NO EASY WAY FOR THIS : NOT SURE WHOSE : PUBLIC DISCLOSURE DOES
INFORMATION TO BE SHARED INFORMATION YOU CAN TRUST : NOT ALWAYS HAPPEN
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COMMUNITY

INFORMATION
HANDLING

FEATURES

ANONYMITY
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INCIDENT REPORTING
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SECURE PLATFORM MAINTAINED QUICK AND EFFICIENT SHARING
BY TRUSTED PARTY THROUGH STRUCTURED DATA

USE INDUSTRY-RECOGNIZED TRAFFIC
LIGHT PROTOCOL
(TLP) TO CONTROL SHARING

TERMS & CONDITIONS
THAT ALL MEMBERS
MUST AGREE TO

NEW MEMBERS ARE REVIEWED
BEFORE JOINING TO
MAINTAIN TRUST




OVERSIGHT...
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ANALYSE PATTERNS
FUSION CELL ACROSS ALL SECTORS,
PROVIDE CONTEXT



GLOBAL DEMAND




SHARING GOES DEEP




GLOBAL ALLIANCES




BORDERLESS OR SOVEREIGN?
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HUB vs FEDERATION

* Centralised model - trusted authority
* National level collaboration
* Challenge: collaboration across boundaries
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. b. * Federated model
................... 3 * Control who, what

* Protect data sovereignty
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STIX
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Standards Hub
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OASIS 9



\" ‘SecureG military communications
& trans-nationally
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Secure Information Sharing

Cyber-security information sharing platform
designed for secure cross-organisational
collaboration and collaborative

intelligence analysis.



Participate | Collaborate | Innovate




