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WannaCry Timeline

MS17-010

Microsoft Patch
March 14, 2017

Shadow Brokers
Leak Tools
April 14, 2017

WannaCry/WCRY 1.0
April 14,2017
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HITRUST CTX
Detects &
Automatically
shares 10C’s
May 2, 2017

WannaCry/WCRY 2.0
May 12, 2017
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March 14, 2017

- TechNet

Security TechCenter

Securnty Advisories and Bulleting > Secunty Bulleting > 2017 =

Microsoft Security Bulletin MS17-010 - Critical

Security Update for Microsoft Windows SMB Server (4013389)

Published: March 14,2017

Version: 1.0

Executive Summary

This security update resolves vulnerabilities in Microsoft Windows. The most severe of the
s could allow remot e execution if an attacker sends s ally crafted messages

10 4 Microsoft Server Message Bloc

This security update is rated Critical for all supported releases of Microsoft Windows. For more
nformation, see the Affected Software and Vulnerability Severity Ratings section

The security update addresses the vulnerabilities by correcting how SMBv] handles specially
crafted reguests

For more information about the vulnerabilities, see the Vulnerability Information section

For more Information about this update, see M
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HITRUST Cyber Threat XChange (CTX)

The HITRUST Cyber Threat XChange (CTX) was created to significantly accelerate the detection
and response to cyber threats targeted at the healthcare industry.

WannaCry indicators were detected several weeks in advance of the outbreak.

The CTX system detected indicators over SMB early in the attack lifecycle and automatically issued
IOC'’s to all CTX participants for protection.

Various indicators were collected and shared including WannaCry hashes, URL's and C&C IP’s. CTX
distributed actionable indicators automatically and seamlessly to the CTX organizations to protect their
environments from attack.

CTX greatly reduces the risk of cyber attack or breach of both known and unknown threats including
ransomware by detecting threats across all stages of the attack lifecycle including lateral movement
and sharing those threat indicators in near real-time.
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Visit for more information.

To view our latest documents, visit the
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http://www.HITRUSTAlliance.net
http://hitrustalliance.net/content-spotlight/

